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DID YOU KNOW? 

“In 2007 spear phishing 
attempts in the United 

States and other 
developed countries 

were successful 80% of 
the time.” 
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“32% of all teens and 
43% of teens active in 
social networking have 

been contacted online by 
strangers using social 
engineering tactics.” 
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Web Wise Kids 

is a nonprofit organization 
that provides teens and 

preteens with information 
to help recognize social 
engineering attempts. 

http://www.webwisekids.org/ 
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Kevin Mitnick, reformed 
criminal hacker, 

popularized the term 
social engineering, 

saying that it's much 
easier to trick someone 
into giving you his or her 
password for a system 
than to spend the effort 
to hack in.  He claims it 

was the single most 
effective method in his 

arsenal. 
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1. Social engineering : Social engineering is used to describe the large number of ways in which someone 

tries to trick others into doing certain actions or giving confidential information.  Social engineering is 
often done on the Internet to commit fraud or gain access to the targeted victim's computer or data. 

 
2. Phishing : A type of social engineering scheme used to steal personal information via the Internet, such 

as through email links and bogus but authentic-looking web sites, for the purpose of committing financial 
fraud. 

 
3. Vishing : A social engineering scheme that usually occurs when an e-mail directs the recipient to make 

a phone call. The call will connect to a voice response system that asks for the person’s credit card 
number. Vishing also occurs when the intended victim receives a recorded telephone call telling the 
person to phone an 800 number that subsequently collect personal information to be used for fraud. 

 
4. Pretexting : This is creating and using an invented scenario (the pretext) to persuade someone to 

provide personal information or perform an action.  Pretexting is typically done over the telephone, but is 
sometimes done in person and via email.   

 
5. Hyperlink : A way to navigate from a document or message directly to another document or website by 

just clicking on a highlighted or underlined string of characters. 
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